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ABSTRACT

The integration of Software-Defined Networking (SDN) and Network Functions
Virtualization (NFV) has emerged as a promising approach to optimize the performance
and management of 10T systems, especially in edge-cloud computing environments. SDN
provides centralized control and programmability, while NFV enables the virtualization of
network functions, enhancing network flexibility and scalability. This paper presents a
systematic review of SDN and NFV architectures for Edge-Cloud oriented 10T applications.
We explore their benefits, challenges, and the synergy between SDN and NFV in enabling
efficient data processing, resource management, and reduced latency in loT systems.
Through an extensive analysis of the literature, we highlight existing solutions, identify
open issues, and propose directions for future research in this domain.

KEYWORDS

» Software-Defined Networking (SDN)
Network Functions Virtualization (NFV)
» Edge Computing

o Cloud Computing

o Internet of Things (1oT)

o Network Virtualization

« Architecture Optimization

o Resource Management

INTRODUCTION

The Internet of Things (1oT) has evolved rapidly, resulting in an unprecedented amount of
data generated by a massive number of connected devices. This has placed tremendous
pressure on traditional cloud-based architectures to manage and process the data. To meet
the growing demands for low latency, high bandwidth, and real-time data processing, Edge
Computing has emerged as a key solution. By processing data closer to the source of
generation, edge computing reduces latency and alleviates the burden on central cloud data
centers.

Software-Defined Networking (SDN) and Network Functions Virtualization (NFV) are two
disruptive technologies that offer new possibilities for loT networks, particularly in Edge-
Cloud environments. SDN decouples the control plane from the data plane, providing
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centralized control over distributed devices, while NFV virtualizes network functions such
as firewalls, load balancers, and routers, offering flexibility and scalability.

This paper provides a systematic review of SDN and NFV-based architectures in the
context of Edge-Cloud oriented IoT. We investigate the interplay between SDN and NFV,
analyze the challenges in implementing these architectures, and explore how they can be
leveraged to optimize 10T systems.

LITERATURE REVIEW

1. Overview of 10T and Edge-Cloud Computing

o

loT networks typically consist of diverse devices with varying computing and
networking capabilities. The traditional cloud model faces limitations in terms
of latency and bandwidth when handling large volumes of data. Edge
computing aims to address these issues by processing data at the network
edge, closer to the 10T devices.

2. Software-Defined Networking (SDN)

o

SDN provides a centralized control architecture for managing and optimizing
network traffic. By abstracting the underlying network infrastructure and
enabling programmability, SDN improves flexibility and scalability in
managing loT networks. Several SDN-based solutions for edge and cloud
computing have been proposed to enhance resource management and data
routing in 10T networks.

3. Network Functions Virtualization (NFV)

o

NFV virtualizes network functions, allowing network services to be
implemented on commodity hardware. This reduces dependency on
specialized hardware, providing flexibility and cost-effectiveness. In the
context of 10T and edge-cloud systems, NFV enables dynamic provisioning of
network functions, supporting the high demands of loT applications in real-
time.

4. Synergy Between SDN and NFV in Edge-Cloud loT

o

The combination of SDN and NFV offers complementary benefits: SDN
provides control over network traffic, while NFV virtualizes network
functions to increase efficiency and scalability. Together, they enable
adaptive, dynamic, and efficient management of 10T networks, especially in
edge-cloud environments. Several studies have focused on integrating SDN
and NFV to optimize resource allocation, reduce latency, and improve the
overall performance of 10T networks.

5. Challenges and Open Issues

o

IJARETY ©

Scalability: Ensuring the scalability of SDN and NFV architectures in large-
scale 10T networks is a critical challenge.

Security and Privacy: The distributed nature of edge-cloud computing
introduces security risks, including data leakage and network attacks.
Interoperability: Integrating SDN and NFV with existing legacy network
Infrastructures poses challenges in terms of compatibility and standardization.
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o Latency and Real-time Processing: While edge computing reduces latency,
the efficient allocation of resources and the management of virtualized
network functions across distributed nodes remain challenging.

METHODOLOGY

This paper follows a systematic review methodology to analyze the existing research on
SDN/NFYV architectures in Edge-Cloud IoT environments. The steps involved in the review
process include:

VNF Manager (VNFM) and NFV Orchestrator (NFVO)
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Figure: SDN/NFV-Based Edge-Cloud IoT Architecture

1. Data Collection
o A comprehensive search of relevant academic articles, conference papers, and
industry reports was conducted using databases such as IEEE Xplore, Google
Scholar, and ScienceDirect. Keywords like "SDN," "NFV," "Edge
Computing," and "loT" were used to identify relevant publications.
2. Inclusion and Exclusion Criteria
o Papers published within the last five years focusing on SDN/NFV in IoT,
edge, or cloud environments were included. Exclusion criteria were based on
relevance, quality of the study, and publication type.
3. Analysis and Synthesis
o The selected papers were categorized based on key themes such as
architecture models, performance metrics, challenges, and applications. The
findings were then synthesized to highlight trends, opportunities, and open
challenges in the field.

Table: Comparison of SDN/NFV Architectures for Edge-Cloud loT
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SDN-Based Centralized SDN | - oroved flexibility and SCalability and
. controller for traffic centralized controller
Architecture resource management
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NFV-Based Virtualization of Cost-effective, flexible Real-time ~resource
. : L management and
Architecture network functions provisioning
overhead
SDN-NFV Hybrid Integration _ of SDN Dynam_lc resource Integratlt_)n
. control  with  NFV allocation,  optimized complexity,
Architecture . . .
functions traffic routing performance overhead
Edge-Cloud Combln_lng _ edge Low latency, reduced Resource  allocation
. computing with SDN and management at
Hybrid cloud dependency

and NFV the edge

SDN (Software-Defined Networking) and NFV (Network Function Virtualization) are
transformative technologies in modern networking, and their integration is crucial for
supporting Edge-Cloud IoT (Internet of Things) environments. These technologies can
address the unique challenges of IoT networks, including scalability, flexibility, and low
latency, by providing centralized network control, virtualized network services, and
efficient resource management across distributed edge and cloud infrastructures.

In the context of Edge-Cloud IoT, SDN and NFV enable dynamic, scalable, and optimized
network environments that can handle large numbers of IoT devices, real-time data
processing, and seamless interaction between edge devices and cloud infrastructure.

Let’s explore the SDN/NFV architectures for Edge-Cloud IoT, focusing on how these
architectures can be implemented to support [oT applications.

1. SDN/NFV Integrated Architecture for Edge-Cloud 10T

Overview:

This architecture combines SDN and NFV to create a flexible, efficient, and scalable
networking environment for IoT applications, with SDN providing centralized control and
NFV offering virtualized network functions. The Edge-Cloud IoT architecture allows for
the distribution of network and computational resources across edge nodes (e.g., IoT
devices, local servers) and the cloud, optimizing both data flow and network services.
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Key Components:

1. SDN Controllers: Manage the network traffic, provide centralized network
orchestration, and dynamically adjust the flow of data between the edge devices and
cloud resources.

2. NFV Infrastructure (NFVI): Virtualized network functions such as virtual routers,
firewalls, load balancers, and intrusion detection systems run on this infrastructure.
NFVI can be deployed both on the edge and in the cloud.

3. Edge Nodes: These are local computing resources near the IoT devices (sensors,
actuators) that handle time-sensitive data processing.

4. Cloud Data Center: Provides powerful centralized resources for computing,
storage, and advanced analytics, handling long-term data storage and complex
computation that [oT devices may not be able to handle locally.

Benefits:

o Low Latency: By processing data at the edge and reducing the need to send all data
to the cloud, edge nodes enable low-latency processing for real-time IoT applications
(e.g., smart cities, autonomous vehicles).

e Scalability: NFV enables dynamic scaling of network services, and SDN allows
flexible routing of data based on the changing needs of the network and applications.

e« Reduced Bandwidth Usage: Edge devices can filter and preprocess data locally,
only sending the most relevant information to the cloud, which reduces the amount
of bandwidth required.

e Network Slicing: SDN and NFV enable dynamic network slicing, providing
dedicated network resources for different IoT applications (e.g., a slice for real-time
applications like autonomous vehicles and another for smart home devices).

2. Edge-Cloud Hybrid Architecture with SDN/NFV

Overview:

This hybrid architecture splits the computing and networking resources between the edge
and the cloud, while SDN and NFV are used to optimize traffic and provide virtualized
services. The hybrid approach ensures that critical IoT applications benefit from the
proximity of edge computing, while non-time-sensitive workloads are offloaded to the
cloud.
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Key Components:

1. Edge Computing Nodes: These nodes handle local computation and preprocessing
of IoT data (e.g., data filtering, aggregation). They also host local virtualized
network functions like virtual firewalls and network monitoring systems.

2. Cloud Services: The cloud is responsible for heavy-duty processing, storage, and
analytics for larger datasets or long-term historical data that [oT devices generate.

3. SDN Control Layer: SDN controllers in this architecture manage the network traffic
between edge nodes and the cloud, ensuring optimized data flows and low latency.

4. NFV Layer: Virtualized network functions like virtual firewalls, load balancers, and
security functions can be placed at both the edge and the cloud, ensuring that IoT
networks are flexible and capable of adapting to changes in demand or network
conditions.

Benefits:

e Optimized Resource Allocation: By offloading resource-intensive tasks to the cloud
and keeping time-sensitive tasks at the edge, this architecture ensures optimal use of
resources.

« Dynamic Adaptation: SDN allows real-time traffic rerouting based on changing
conditions, such as network congestion or failures, ensuring that IoT applications are
always supported by the most efficient network resources.

o Flexibility and Security: NFV enables rapid deployment of network services (e.g.,
security services like firewalls, intrusion detection systems) both at the edge and in
the cloud, offering enhanced security without the need for physical hardware
appliances.

3. Fog Computing with SDN/NFV Architecture for loT

Overview:

Fog computing extends cloud computing by bringing computational, storage, and
networking resources closer to the edge of the network. This architecture relies heavily on
SDN and NFV to manage and orchestrate the virtualized network and computing resources,
making it ideal for IoT applications that require both real-time processing and high
scalability.

Key Components:

1. Fog Nodes: Fog nodes sit between the edge devices and the cloud, providing
localized computing, storage, and networking resources. These nodes are ideal for
IoT devices that need to process data in near real-time.

2. SDN Controllers: Manage network traffic across the fog nodes, edge devices, and
cloud to optimize resource allocation and ensure minimal latency.
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3. NFV Infrastructure: Virtualized network functions are deployed across the fog

nodes, allowing for efficient network management and service provisioning. These
functions may include routing, load balancing, firewalling, etc.

IoT Devices: These devices generate large amounts of data that need to be processed
either locally at the edge, at the fog nodes, or in the cloud.

Benefits:

Latency Reduction: Fog computing, when combined with SDN and NFV, can
process data closer to the source (e.g., [oT devices) rather than relying on distant
cloud resources. This is particularly beneficial for time-sensitive applications like
industrial automation or autonomous vehicles.

Efficient Resource Utilization: NFV enables the dynamic creation of network
services across the fog, improving resource utilization and reducing dependency on
the cloud for all processing.

Resilience and Fault Tolerance: The decentralized nature of fog computing
improves network resilience by allowing for distributed data processing and storage,
reducing the impact of cloud outages or latency issues.

4. 5G-Enabled SDN/NFV Architecture for loT

Overview:

With the advent of 5G networks, the integration of SDN and NFV with 5G technology
enables ultra-low latency, high-bandwidth communication for IoT applications. This

architecture is particularly well-suited for IoT systems that require real-time communication

and high reliability.

Key Components:

1.

5G Edge Nodes: These are the base stations or edge devices that can process IoT
data locally, providing the low latency and high bandwidth necessary for advanced
IoT applications.

SDN Controllers: Manage and optimize the flow of data between the 5G network,
edge nodes, and cloud, adjusting to network conditions and QoS requirements.

. NFYV Infrastructure: Virtualized network functions, such as virtual Evolved Packet

Core (VEPC) and virtualized Radio Access Network (VRAN), can be deployed at the
edge to enable flexible network management and provide on-demand network
resources for loT applications.
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4. Cloud Infrastructure: The cloud continues to serve as a backbone for large-scale
storage, big data analytics, and non-time-sensitive applications.

Benefits:

o Ultra-Low Latency: 5G-enabled SDN and NFV architecture offers ultra-low latency
communication, making it ideal for real-time IoT applications like autonomous
vehicles, industrial IoT, and remote surgery.

e Network Slicing: SDN allows for network slicing, enabling the creation of dedicated
logical networks for specific IoT applications (e.g., one slice for critical IoT and
another for regular devices).

« Enhanced Bandwidth: 5G networks provide high bandwidth, allowing for faster
data transmission, which is crucial for bandwidth-intensive IoT applications like
video surveillance and smart cities.

5. Orchestrated SDN/NFV for 10T in Smart Cities

Overview:

In smart city IoT applications, SDN and NFV enable network orchestration across a wide
range of IoT devices and services such as traffic management, environmental monitoring,
smart lighting, and waste management. The architecture supports seamless integration
between edge devices, communication networks, and cloud-based applications.

Key Components:

1. Smart Edge Nodes: These devices handle local computation, such as traffic data
analysis or environmental sensing, and transmit relevant data to the cloud or other
nodes.

2. SDN Controllers: Manage network resources dynamically, ensuring that data is
routed efficiently between edge devices, local nodes, and the cloud, supporting real-
time decision-making.

3. NFYV for Smart Services: Network services, such as smart lighting management or
traffic signal optimization, can be virtualized and deployed dynamically at the edge
or in the cloud based on demand.

4. Cloud Platform: Acts as the backend for data analytics, decision support systems,
and long-term storage.

Benefits:

o Real-Time Data Processing: Localized processing reduces latency, providing real-
time insights for smart city applications.
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o Network Flexibility: Dynamic provisioning of network services based on changing
requirements, allowing for optimized delivery of services like traffic management or
waste collection.

e Cost Efficiency: Virtualizing network services with NFV reduces the need for
physical infrastructure, leading to cost savings and improved operational efficiency.

CONCLUSION

SDN and NFV play critical roles in enabling flexible, scalable, and low-latency
architectures for Edge-Cloud IoT applications. Their integration helps address the
challenges of IoT networks, such as limited resources, real-time data processing
requirements, and scalability issues. Whether it's through edge computing, fog computing,
hybrid architectures, or the use of 5G technologies, these architectures enable efficient
management of IoT services and networks, ensuring optimal performance for diverse
applications like smart cities, autonomous vehicles, and industrial 1oT.

The integration of SDN and NFV in Edge-Cloud environments offers substantial benefits
for 1oT applications, such as improved scalability, resource optimization, and low-latency
data processing. However, several challenges need to be addressed, including scalability,
security, and interoperability. The synergy between SDN and NFV enables dynamic,
flexible, and efficient management of 10T networks, which is crucial for meeting the
growing demands of 10T applications. Future research should focus on developing hybrid
SDN-NFV models, improving resource management techniques, and addressing security
concerns to fully realize the potential of these architectures in edge-cloud loT systems.

REFERENCES

1. McKeown, N., Anderson, T., Balakrishnan, H., Parulkar, G., Peterson, L., Rexford, J.,
Shenker, S., & Turner, J. (2008).
OpenFlow: Enabling innovation in campus networks. ACM SIGCOMM Computer
Communication Review, 38(2), 69-74. https://doi.org/10.1145/1355734.1355746

2. Mijumbi, R., Serrat, J., Gorricho, J. L., Bouten, N., De Turck, F., & Boutaba, R. (2014).
Network function virtualization: State-of-the-art and research challenges. IEEE
Communications Surveys & Tutorials, 18(1), 236-262.
https://doi.org/10.1109/COMST.2014.2376516

3. Bonomi, F., Milito, R., Zhu, J., & Addepalli, S. (2012).
Fog computing and its role in the Internet of Things. Proceedings of the First Edition of the
MCC Workshop on Mobile Cloud Computing (MCC '12), 13-16.
https://doi.org/10.1145/2342509.2342513

4. Mohit, Mittal (2013). The Rise of Software Defined Networking (SDN): A Paradigm Shift in Cloud
Data Centers. International Journal of Innovative Research in Science, Engineering and Technology 2
(8):4150-4160.

5. Nunes, B. A. A., Mendonca, M., Nguyen, X. N., Obraczka, K., & Turletti, T. (2014).
A survey of software-defined networking: Past, present, and future of programmable networks.
IEEE Communications Surveys & Tutorials, 16(3), 1617-1634.
https://doi.org/10.1109/SURV.2014.012214.00180

IJARETY © |  AnISO 9001:2008 Certified Journal | 843


https://doi.org/10.1145/2342509.2342513

International Journal of Advanced Research in Education and TechnologY(IJARETY)

| ISSN: 2394-2975 | www.ijarety.in| | Impact Factor: 1.982| A Bi-Monthly, Double-Blind Peer Reviewed & Referred Journal |

SIJARETY

6. Yi, S.,Hao, Z, Qin, Z., & Li, Q. (2014).
Fog computing: Platform and applications. Proceedings of the 2014 Third IEEE Workshop on
Hot Topics in Web Systems and Technologies (HotWeb), 73—-78.
https://doi.org/10.1109/HotWeb.2014.14

7. Han, B., Gopalakrishnan, V., Ji, L., & Lee, S. (2014).
Network function virtualization: Challenges and opportunities for innovations. IEEE
Communications Magazine, 53(2), 90-97. https://doi.org/10.1109/MCOM.2015.7010534

8. Islam, S. R., Kwak, D., Kabir, M. H., Hossain, M., & Kwak, K. S. (2012).
The Internet of Things for health care: A comprehensive survey. IEEE Access, 3, 678-708.
https://doi.org/10.1109/ACCESS.2015.2437951

9. Open Networking Foundation. (2012).
Software-Defined Networking: The new norm for networks. ONF White Paper.
https://opennetworking.org

|| Volume 2, Issue 3, May 2015 ||

IJARETY © |  AnISO 9001:2008 Certified Journal | 844


https://opennetworking.org/

	SDN/NFV Architectures for Edge-Cloud Oriented IoT: A Systematic Review
	Aaliyah Noor Ansari
	Department of CSE, S V College of Engineering, Tirupati, A.P, India
	ABSTRACT
	KEYWORDS
	INTRODUCTION
	LITERATURE REVIEW
	METHODOLOGY
	Figure: SDN/NFV-Based Edge-Cloud IoT Architecture
	Table: Comparison of SDN/NFV Architectures for Edge-Cloud IoT
	1. SDN/NFV Integrated Architecture for Edge-Cloud IoT
	Overview:
	Key Components:
	Benefits:

	2. Edge-Cloud Hybrid Architecture with SDN/NFV
	Overview:
	Key Components:
	Benefits:

	3. Fog Computing with SDN/NFV Architecture for IoT
	Overview:
	Key Components:
	Benefits:

	4. 5G-Enabled SDN/NFV Architecture for IoT
	Overview:
	Key Components:
	Benefits:

	5. Orchestrated SDN/NFV for IoT in Smart Cities
	Overview:
	Key Components:
	Benefits:

	CONCLUSION
	REFERENCES

